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Technology brings opportunities for people to communicate and naturally carry out their 
human activities more efficiently and increases the development of society, but evil 
governments are using technology in a more efficient way against the population, as the 
dispersed population is unable to make large investments , the government does. 


To hinder the process of society's evolution, the government takes resources from the 
people and creates tools to oppress the people themselves, who, through dictatorial laws 
and unscrupulous bodies, massacre the people who can do nothing. 


At the center of this discussion we find government applications for credits and social points, 
as it is possible to alienate part of the population to monitor another part of the population, 
and to collect information the government can use technology to do so. Without the 
technology for a neighbor to report another neighbor, he must travel to a physical 
government post and then report something against his neighbor that will be used for the 
government to repress him. With technology, all you need to do is open an APP and report 
it. 


But what would be so serious that the government would view this as a crime? Maybe the 
simple fact of being against the government. And what does the whistleblower neighbor 
gain? Some reward, perhaps a social point, discounts, or even a little legal help with 
something you really owe to others. | am not able to define the extent of the evil that the 
government can carry out nor how its chain of illegal actions can help or harm people, since | 
do not have the experience of being a ruler and only being a ruler to really reveal what it is to 
be evil and how to cause harm to the population. 


But this is not new, let's look at the Chinese credit system[1], which has been in force in 
China since 2014 and is used to reward or punish a citizen. In the case of China, it is public 
and open that this credit is used to issue credit, but being a communist and dictatorial 
country, this credit is the only way to survive, we cannot see the word credit with the same 
meaning in a communist country and a capitalist country.*. See, there are countries that are 
observing the actions of the Chinese government and implementing them even in capitalist 
systems[2], of course adapting the model. 


But this credit scheme is not new, it was also used by the Soviet Union[3], but it is logical 
without technology, and has proven to be an important weapon against those who fight for 
the freedom of their country or disagree with governments. The application of the 
TELESCREEN described by George Orwell has never been so real, and that is scary. 


1 VenApp a Venezuelan social credit application 


Cell phones have great value for governments, since without a cell phone a human being 
can achieve close to social anonymity, but with a cell phone this is impossible. Using a cell 
phone, it is possible to obtain an individual's personal files, know where they go, what they 
like to do, their habits and even what they say. Although files on a Google Drive or Google 
Photos are end-to-end encrypted, the government has control of their end, its reference is 
that of the person, so it can know what is done with photos and documents. With the use of 
GPS, the government can know all your paths, where you go, and this is important as it will 
know what you consume and, if possible, where to kidnap you. We always talk to people, for 
example via WhatsApp, although end-to-end encryption, having a keylogger at one end, 
does not give you encryption. 


But how could the government gain control of your cell phone? The first and illogical option 
is the use of malware, such as Pegasus, however the difficulties with these applications are 
that there is a high cost to control a mass, that is, a population. If there is one thing that the 
Chinese government has achieved in its social and human laboratory, it is: How to control a 
mass of people. 


Another possibility is through large telephone companies, and the bargain would be through 
concession. every country needs to release the concession to companies, and without the 
concession the company cannot operate in an area, this option is cheap unlike malware like 
Pegasus, but it would be very expensive and it would be possible to collect evidence against 
it. Perhaps, although rare, a reporter from a news company would want to talk about this 
with such clear evidence in hand, but remember that classic media companies need 
concessions. 


Finally, what if the citizen himself installed the application? To do this, it is important to give 
him some benefit at first and then transform it into an obligation. The first step as a benefit, a 
scoring scheme so that with this score it is possible to have more access to health 
resources, whether through shorter queues or even more expensive medical treatment. And 
as ridiculous as it may seem, in Venezuela's VenApp, discounts are given on product 
purchases, perhaps due to the fragility of the economy that makes it impossible to run a 


1Capitalism vs Communism was used here just to remind the reader who lives in a capitalist country 
that credit has a different context; 


market free from government intervention. 


But other governments have already gone to the other extreme, such as the Brazilian 
government, which associated several social services with government applications, for 
example, every renewal of a car document or license today goes through systems like this, 
forcing citizens to install applications on their cell phones. government. Remember that 
nothing the government does is for the people themselves, they always think about 
the government itself before thinking about the people. 


The Venezuelan government uses this option, a cell phone application, in December 2022 
Venezuela's own Nicolas Maduro officially launched an application to blackmail the people 
who, already massacred by a chaotic economy and a weakened social system, find 
themselves subjugated to application, either use it, or die of hunger and we know that it is 
less painful to die from a bullet than to die from hunger. The application is called VenApp, 
and it was sold to citizens as a way to complain about the government itself, about the wrong 
things that are happening, especially failures in public services. In exchange, there are 
numerous items that a Venezuelan can purchase at a lower price than in the normal market, 
that is, buy sneakers, clothes and other electronic items at a discount, and for this the 
Venezuelan only needs one thing, install and use the application . 


Prensa Presidencial 


"Hoy nace para el mundo, el pueblo y la juventud 
venezolana la red social venezolana VenApp. Cualquier venezolano que 
tenga la red social puede acudir a la línea 58 y hacer su denuncia", 
informó el mandatario nacional, Nicolás Maduro 


prsteor 


Second Nicolas Maduro, "this is the most important tool for advancing the Bolivarian 
revolution in communities". Analyzing a speech by Nicolas Maduro in the official 
announcement made on May 23, 2022[6] and with thunderous applause the reverse 
intention of an application for its plan is observed 1x10 of good government. Minutes 
before the announcement of the VenApp application, Nicolas Maduro explains attempts at 
social disturbance, well, his concern is clear. 


Which citizen would criticize a solution that the president of his country himself states on 
television that VenApp is an application that will give a direct voice to the people and that the 
people will have direct contact with the president? Who would object or not use it? 


According to government propaganda[4][5] it is an intuitive and easy-to-install application, 
which is available in the Android App Store for Android and Apple App Store for iPhone, as 
per Figure 1. As the government itself knows that in the future (if you look at 2022) the 
application may be removed from the Android and iPhone store, they already inform that it 
can also be obtained directly from the official Venapp website. 


Descarga 
VEN 


iY seamos parte de la evolución digital! 


- jala en e Descárgala en 
@ Apo Store > Google 


Hola! ¿Necesitas ayuda? 


Tela inteira (f) 


w» B x doc 


Figure 1 - A web interface showing where to find the App 


This application, among other features, is: 

Government information channels for the people; 

Chat for people to talk to people, similar to WhatsApp; 
One line (line 58) to send complaints to the government; 
A channel for sending ideas to the government; 
Discounts for events; 

Discount for purchases; 

Cell phone recharge; 


The 2023 propaganda claims that it is a quick way to get a response from the government, 
and in fact in 2024 it is discovered that it is, with complaints made it was possible to identify 
where people who do not agree with Nicolás Maduro's government live, in such a way agile 
like the way the Nazis identified Jews for their concentration camps. 


cuentra lo que quieras en VenMarket 


Figure 7 Application features of the VenApp application 


What scares the most is a module called Line 58, which anyone can send a message to the 
government, including photos, you can take photos and send them with a text, which we will 
expand on. Always in every government, and no matter the spectrum, we will have alienated 
people (see Figure 12), people who believe that their government is good and that others 
are bad, they do not see that every government is bad and that is why they are alienated. 
These alienated people are ready to denounce everyone who thinks differently, everyone 
who disagrees and worse, everyone who criticizes, given that one of the foundations of the 
state is to understand the population's criticism. So yes, there are people who have used this 
app to do harm to other people. 
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Figure 12 An alienated person[14] by the state asking Nicolás Maduro to change VenApp for complaints 


We have to understand that due to the events in Egypt, the United States and Brazil, social 
networks have become a great villain in the view of governments, and it is natural that the 
VenApp application was announced by President Nicolás Maduro as such a great social 
network application as well as the classic ones, Facebook, Twitter, Instagram, etc.. 


In reference [6], from Nicolás Maduro's own voice, is announced in the minute 20:00 that 
there is an application that will be used, it is called VenApp and that it is an initiative by 
Venezuelan women who had a unique and entrepreneurial vision, but | will demonstrate that 
this is not the case. In fact, it is an application distributed by a company specializing in 
national security for governments, including the North American government, and that is 
frightening, not the lie told by Nicolás Maduro, but rather the FRAMEWORK of evil sold by 
capitalist governments to communist governments. But why would Nicolás Maduro use the 
term women entrepreneurs? A call that raises the government's points in the eyes of society 
is the appeal to Wook terms, and this statement highlights that it is made by people from 
Venezuela and not by North Americans who are targets of criticism from Nicolás Maduro 
himself. 


1.1 Data Privacy and Policy 


Privacy policies[7] are harsh on the user, firstly they state that personal data will be shared 
with Teach and People S.R.L. and which will be protected by this organization, which will be 
discussed later. See what's in the privacy policy: "We may collect people's contact 
information as well as other data in connection with our technology and mapping 
functions.". 


The worst is to come, as the privacy laws used by the application are subject to the laws of 

Panama and this guarantees that Nicolás Maduro can go against the laws of Venezuela 

itself as his infractions would not be punishable in Venezuela. A user of this system must be 

willing to: 

User profile; 

Demographics; 

User Content; 

Location data; 

Photographs or files; 

Usage data; 

Device data; 

We use cookies and similar tracking technologies to track activity on our Service; 

You can instruct your browser to reject all cookies or to indicate when a cookie is 

being sent; 

e We may use third-party service providers to monitor and analyze the use of our 
service; 

e VEN APP may use the collected data to market relevant information to users. 


Such permissions allow you to obtain images and location data, if you stop and understand 
better, you will see that this is the most important information for a government. When Hitler 
carried out his FINAL SOLUTION[8], today known as the Jewish Holocaust, he knew where 
each Jew was, each one was mapped and each house or business was registered and 
American IBM helped, without IBM none of this would have happened and this may be 
happening again, not by IBM but another American company is involved in this new scheme 
that could be used in a final Venezuelan solution. 


Location data with usage data can be used to profile escapees and who could help a 


potential escape, as well as find an entire network of anti-government or anti-situation action. 


See on Figure 4 which is informed that location data will be shared with the government of 
Nicolás Maduro. 


App Privacy 


See Details 


The developer, CYBER CAPITAL PARTNERS CORP., indicated that the app's privacy practices may include handling of data as described below. For more 
information, see the developer's privacy policy. 
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Figure 4 The Apple App Store states that location data will be shared 


1.2 Companies involved 


We currently have three companies directly involved, these are: 
e Tech and People SRL (will be referred to as TPS); 
e Cyber Capital Partners Corp (will be referred to as CCP); 
e Mayor's Office of the National District (will be referred to as DNA). 


According to the discussion[9] on the FOROND.COM forum the application VenApp initially 
distributed by TPS (see Figure 2) and later appeared as being supplied by CCP (see Figure 
3), both external companies from Venezuela and going against what was said by Nicolás 
Maduro in [6 minutes 20:00], referenced the development and implementation of the efforts 
of Venezuelan women entrepreneurs. 
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Figure 2 Similar system from TP company for the people of Panama 


It is not a solution that is on Venezuelan soil and therefore relies on the jurisdiction of other 
countries, think, If this is so, how can Nicolás Maduro be directly attacked? If the 


servers are in another country, an attack is not directly on Venezuela and involves several 
countries and an attack on another country is not a direct attack on the Venezuelan 
dictatorship. 
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Figure 3 Company data Cyber Capital Partners Corp (CCP). no VenAPP na Apple APP Store 


See (Figure 3) that the application information in the Apple App Store that connects the 
company CCP to the VenApp app. 


Information 

Seller Size Category 

CYBER CAPITAL PARTNERS CORP. 143.6 MB Social Networking 
Compatibility Languages Age Rating 
iPhone English, Spanish 17+ 


Requires ¡OS 12.4 or later. 


iPod touch 
Requires iOS 12.4 or later. 


Mac 
Requires macOS 11.0 or later and a Mac with 


Apple M1 chip or later. 


Apple Vision 
Requires visionOS 1.0 or later. 


Copyright Price 
O 2022 Cyber Capital Partners Corp Free 


Figure 5 Company data Cyber Capital Partners Corp (CCP). no VenAPP na Apple APP Store 


And the worst part is that there are complaints, in the first week after the coup orchestrated 
by Nicolas Maduro both in Apple App Store as in Google Android App Store, the 
systems were there to be removed. It is possible to see people warning as Figure 8. It took 
a while but it was removed, later in this article | will demonstrate a strategy behind the 


VenApp to distribute your nefarious application. 
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Figure 8 People warning platforms that it is an application that violates basic human rights 


See the description in Figure 9, this application is associated with the project 1x10 of Good 
Government, this association is due to Line 58. Although it showed VenApp's reference to 
the company CCP, it was only possible to confirm that there is also a relationship between 
VenApp and the company TPS through archive.org (see Figure 13), it seems that someone 
was already saving evidence for the future and it was possible to link the two companies to 
the same product. 
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Figure 25 - Line 58? announced by Nicolás Maduro [6] 
Below is an image obtained from archive.org. 
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Figure 13 History of a page on archive.org 


There is a large Framework to subjugate the people, a large corporation that develops flashy 
software but that actually spies on working people and can be used (and is being used in 
Venezuela) to locate and eliminate opponents. Let's take a look at the miSantoDomingo 
app[15] available at Android App Store. A third company appears and appears to be 
unrelated to Venezuela's VenApp, although the purpose is the same. 


2Copy of the page accessible by URL: 
https://web.archive.org/web/20240821040341/https://play.google.com/store/apps/details? 
idzcom.cybercapitalparnerscorp.solucionadores.app&hlzen US 
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Figure 14 miSantoDomingo application on the Google Android App Store referenced to the company ADN 


But looking at old references on the Internet, as well as tutorials and videos, we can clearly 
see that the company Mayor of the National District is another company, TPS. 
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Figure 15 Announcement[17] from the miSantoDomingo app with reference to TP 


According to reference [9] we have in Figures 16, 17, 18 and 19 details of the companies 
mentioned and others involved, such information requires investigation as it is obtained from 


Internet Forums. 
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opencorporates Company name or number 


The Open Database Of The Corporate World O Companies O Officers 


VENQIS S.A. 


Company Number 155612041 
Native Company Number 155612041 
Status Vigente 
Incorporation Date 7 September 2015 (over 6 years ago) 
Company Type SOCIEDAD ANONIMA 
Jurisdiction Panama 
Registered Address CORREGIMIENTO CIUDAD DE PANAMÁ, DISTRITO PANAMÁ, 
PROVINCIA PANAMA 
Panama 
Agent Name QUIJANO Y ASOCIADOS 
Directors / Officers ANDRE GOLABEK SANCHEZ, director 
ANDRE GOLABEK SANCHEZ, presidente 


EL REPRESENTANTE LEGAL DE LA SOCIEDAD SERA EL 
PRESIDENTE O EN SU DEFECTO LA PERSONA QUE DESIGNE LA 
JUNTA DIRECTIVA, representante 


GEORGIANA-AMALIA JIANU, director 
GEORGIANA-AMALIA JIANU, secretario 

QUIJANO INCORPORATORS ONE INC, suscriptor 
QUIJANO INCORPORATORS TWO INC, suscriptor 
QUIJANO Y ASOCIADOS, agent 

TATIANA CRISTINA NUÑEZ BARRENO, director 
TATIANA CRISTINA NUÑEZ BARRENO, tesorero 


Registry Page http://www.registro-publico.gob.pa/co. 


Figure 16 Data from the company Vengis S.A participating in the scheme according to source [9] 


And lastly, the Cyber Capital Partners Corp. an agency by Quijano & Associates in 
Panama, something that should be well known among Brazilians and Colombians. 
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opencorporates Company name or number 


The Open Database Of The Corporate World O Companies O officers 


CYBER CAPITAL PARTNERS CORP. 


Company Number 155612048 
Native Company Number 155612048 
Status Vigente 
Incorporation Date 7 September 2015 (over 6 years ago) 
Company Type SOCIEDAD ANONIMA 
Jurisdiction Panama 


Registered Address CORREGIMIENTO CIUDAD DE PANAMÁ, DISTRITO PANAMÁ, 
PROVINCIA PANAMÁ 


Panama 
Agent Name QUIJANO £ ASOCIADOS 
Directors / Officers ANDRE GOLABEK SANCHEZ, director 
ANDRE GOLABEK SANCHEZ, tesorero 


EL REPRESENTANTE LEGAL DE LA SOCIEDAD SERA EL 
PRESIDENTE O EN SU DEFECTO LA PERSONA QUE DESIGNE LA 
JUNTA DIRECTIVA, representante 


JUAN ALBERTO ALVAREZ MARTINEZ, director 
JUAN ALBERTO ALVAREZ MARTINEZ, presidente 
QUIJANO & ASOCIADOS, agent 

QUIJANO INCORPORATORS ONE INC, suscriptor 
QUIJANO INCORPORATORS TWO INC, suscriptor 
TATIANA CRISTINA NUÑEZ BARRENO, director 
TATIANA CRISTINA NUÑEZ BARRENO, secretario 


Registry Page http://www.registro-publico.gob_pa/co... 


Figure 19 CCP company data according to source [9] 


Although | tried to change the name of the Android Application, due to the platform's bad 
reputation, all of its movements were recorded according to the AppBrain website.[20], see 
Figures 26 and 27. 
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Android Statistics » Android Developers » Cyber Capital Partners Corp 


Cyber Capital Partners Corp 


Summary Overview 
Cyber Capital Partners Corp is an Android developer that A| 1 
has been active since 2021. The current app portfolio Wr * * 
contains 2 apps. An especially popular app is QR Reader 
2021 
VenApp, which is one of the more popular apps in the June 2 1 00 " a 3.22 41 0 
i thousand 
Android ecosystem with over 100 thousand installs. 
Active since App count Downloads ^ Recentd/loads ^ Averagerating Rating count 
More 
Address 
N/A 
Are you this developer? Join us for free to see more information about your apps 
Websites and learn how we can help you promote and earn money with your apps. 
http://venapp.com 
https://techandpeople.com/ | tam this developer | 
Apps 


We've discovered 2 apps that Cyber Capital Partners Corp published. 
More information about these statistics 


App Category 4 Installs Recent Installs Average Rating Rating count Launch date Lastupdated Price 
QR Reader VenApp Shopping 100000. ESTI @ 3.22 413 2023-08-24 2023-0824 free 
Defensoría del Pueblo Panamá Tools 1,000+ a 0.00 0 2021-06-22 2021-0622 free 


Figure 26 CCP mobile applications according to [20] 
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In Figure 27 we see that the application in August changes its name, knowing that the 
election in Venezuela was on the 28th of July, it is suspicious that this new application is 
actually the previous one. 


Timeline 


This timeline shows the activity of Cyber Capital Partners Corp over time 
More information 


August 2024 
Aug 13, 2024 QR Reader VenApp 100K+ INSTALLS 
Aug 08, 2024 QR Reader VenApp 50K+ INSTALLS 


July 2024 
Jul 30,2024 NA VenApp UNPUBLISHED 
Jul24,2024 WER) VenApp UPDATE 
June 2024 
Jun 25,2024 NA VenApp UPDATE 
May 2024 
May 31,2024 NA VenApp UPDATE 
May 15,2024 KOJ VenApp UPDATE 


Show full timeline @ 


Figure 27 Application evolution history [20] 


If you do a search for all these companies, you will see that they are directly or indirectly 
associated with two names, these are: 

e Quijano & Associados (from Panama); 

e André Golabek Sanches; 


One of these names is linked to the biggest global corruption scheme ever seen, and was 
fought in several countries, mainly in Latin America and the company that will be mentioned 
also has works in Africa, it is the Odebrecht. 


Analyzing the name Juan Alberto Alvarez Martinez? It can be said that information was 
located outside the scope but important for a broad context. In addition to being president of 
CCP is also president of Brain Pbd Us, Corp[18] (see Figure 20). 


Juan Alberto Alvarez Martinez \ 
\ 
| / 
Y P d 


A 
Juan Alberto Alvarez Barrio SEES Brain Pbd Us, Corp. 4 


Figure 20 Relationship between Juan Alberto Alvarez Martinez 


The first step is to go to the company's website and check if there is anything impressive, it 
is a company specialized in analyze social networks and is linked to governments, well, 


3Juan Alberto Alvarez Martinez it's orange Andre Golabek Sanches. 
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anyone who has 2 neurons can associate. 


O & https://brainpbd.com 


¿QUIÉNES SOMOS? 


Mas de 15 años de experiencia ofreciendo 
soluciones completas para el monitoreo, análisis de 
medios y redes sociales. 


Gestionamos alertas para prevenir crisis, ayudamos 
a fortalecer tu reputación con análisis detallados de 
tu marca y de tu competencia. 

Comprender a tu audiencia y mejorar tu 
rendimiento en el mercado ahora es más fácil. 


SABER MÁS 


Figure 21 Proof that the company photo is social network analysis 


But this company does not have 15 years of experience, but Andre Golabek Sanches He 
reports on Linkedin experience with data analysis since 2009 and in recent years he has 
been applying it to smart cities, or should we say, population control through coercion. The 
addresses located are: 
e 1600 Ponce De Leon Blvd‘, Fl 10 Coral Gables, FL 33134-4031 USA. See Figure 22. 
e Torre Financial Park?, 7th Floor Office 7BD PANAMA; 


The contacts to reach this company are: 
(305) 781-0719 

(507) 392-0756 
mercadeo@brainpbd.com 
info@brainpbd.com 


Social network of this company: 
e = https://x.com/brain_pbd 
e https://www.facebook.com/brainpbdd 
e https://www.linkedin.com/company/brainpbd/ 


ALocated at https://start.cortera.com/company/research/m6p4rqq9p/brain-pbd-us-corp/# 
5Located in https://brainpbd.com/contacto/ 
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Figure 22 Brain company location in the USA 


Let's now analyze the company Tech & People Solutions (TPS), first data from 
OpenCorporates, as shown in Figure 17. 


Opencorporates Company name or number 


The Open Database Of The Corporate World O Companies O officers 


TECH & PEOPLE SOLUTIONS TPS 


Company Number 510168 
Status Registrada 
Incorporation Date 15 May 2018 (almost 4 years ago) 
Expiry Date 15 May 2028 
Company Type NO/NO 
Jurisdiction Dominican Republic 


Registered Address C/ ISABEL LA CATOLICA, NUM. 158 
Dominican Republic 


Business Classification Text 46-PROMOVER, DESARROLLAR, INVERTIR EN EMPRESAS 
EMERGENTES.. 


Directors / Officers ANDRE GOLABEK SANCHEZ, titular 
CARLOS FIGUEROA GUERRERO, gestor 


Registry Page http://www.onapi.gov.do:8081/api/sign... 


Source Oficina Nacional de la Propiedad Industrial, https:/Avww.onapi.gob.do/busquedas, 6 
Mar 2021 


Figure 17 Tech & People Solutions TPS company data? 


6Accessible via URL: https://opencorporates.com/companies/pa/510168 
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Company address: 
e Calle Isabel la Católica, 158. Ciudad Colonial, DN 10200 RD; 


Company contacts: 
e Phone: (809) 788 2440 
e Mobile: (809) 224 5163 
e WhatsApp: (809) 224 5163 


Now, when you look on Google Maps, it doesn't look like a technology company that has 
contracts with three countries. 


C. Isabel La Católica 158 


| C. Isabel La Católica 158 


Q » © © © 


Rotas Salvar Próximo Enviar para o Compartilhar 
smartphone 


9 C. Isabel La Católica 158, Santo Domingo 10210, 
Repüblica Dominicana 


-*- F4G8+38 Santo Domingo, República Dominicana 
$ Sugerir uma edição em C. Isabel La Católica 158 
v Adicionar um lugar que está faltando 


ER, Adicione sua empresa 


Fotos 
Figure 23 TD company address 


See the company's facade and street, Figures 23 and 24. 
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Bienda 


One company that is not directly associated with the applications is Nolatech SA as it is also 
directed by Andre Golabek, the data obtained from oponcoportate is in Figure 18. 


opencorporates Company name or number 


The Open Database Of The Corporate World (O Companies O Officers 


NOLATECH, S.A. 


Company Number 155661446 
Native Company Number 155661446 
Status Vigente 
Incorporation Date 15 February 2018 (about 4 years ago) 
Company Type SOCIEDAD ANONIMA 
Jurisdiction Panama 


Registered Address CORREGIMIENTO CIUDAD DE PANAMÁ, DISTRITO PANAMÁ, 
PROVINCIA PANAMÁ 


Panama 
Agent Name ANGEL COHEN, RICHA & ASOCIADOS 
Directors / Officers ANDRE GOLABEK SANCHEZ, apoderado 
ANGEL COHEN, RICHA & ASOCIADOS, agent 


EL PRESIDENTE SERA EL REPRESENTANTE LEGAL DE LA 
SOCIEDAD Y EN SU AUSENCIA LO SERA EL SECRETARIO, 
representante 


ERIKA HENID OSES DE LEON, suscriptor 

KAREN JOANNY SALDAÑA DE GRACIA, suscriptor 
RAYNNIER ANTONIO GOMEZ CALDERON, director 
RAYNNIER ANTONIO GOMEZ CALDERON, tesorero 
WALTER OSWALDO HERRERA SANTA OLALLA, director 
WALTER OSWALDO HERRERA SANTA OLALLA, presidente 


Figure 18 Data from the company NOLATECH described by the source [9] as a participant 
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Address: 
e F&F Tower - C. 50, Panamá, Provincia de Panamá, Pan 


F&F Tower 
Edificio 
Rotas Salvar Próximo Enviar para o Compartilhar 


smartphone 


Q C. 50, Panamá, Provincia de Panamá, Panamá 
$ Sugerir uma edição em F&F Tower 

g Adicionar um lugar que esta faltando 

m. Adicione sua empresa 


Figure 28 Andre's company location 


What is interesting is that there are two companies nearby, a distance from NOVATEC and 
Brain Pbd Us is displayed on the map of 26. 


Nia vs Y. ae % z ew 
Pe” UN Q Pesquisar nesta área 
d Estación 12 de a e Q EN ] HM - nario 
Octubre/ de Octubre PP a ce AY — 
So í 
12 DE OCTUBRE «3 £ 
pr » PM J 
Ce 
he Ty % Pp p ^, 
% Ux — o 
HATO PINTADO ^o. ums | 
o, Cementerio Jardin de Paz 
e 


Estacion El Ingenio [f] "a [s] 9 ARR 
o denen PANAMA VIEJO. | on a 
Velero 
Clíniéa Hospital a po^ useo de Panamá Viejo Q 
an Fernando ES > i 
Bg CARRASQUILLA ` 
mith | Transistmica Parque. y) 
à p ^C Reer ativo 


omar orrijos 
/ Par jue Omar 
dec Córdob. D. 
[2] 
EL CARMEN - 
B 


Vada Vita Amuletos 
Espirituales 


> Vía Argentina 
EL CANGREJO 


Multiplaza 
Pacific Panama 


o Estación Iglesia 
del Carmen 


TA 
s 
"S ev 


Figure 26 Two of Andre's companies on the Map 
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NOVATECH operates in three characteristics (see Figure 27) seen in VenApp and also 
provided by Brain, they are: 

e Smart City; 

e lof; 

e Cyber Intelligence Service. 


This is an expertise created years ago to spy and provide services to governments. 


O 8 s? https://www.nolatech.ai/en/ [ 


Nolatech HOME SERVICES OUR TEAM CONTACT US 


SERVICES 


Smart City E-Commerce Software ERP 


An agile solution to manage cities with Dual platform with a shop 
technology. Some modules: Payments Some modules: Payments, 
reports, transport, services, news, places of galleries. 
interest, 


Cyber Intelligence Service 


Monitor and identify audiences, through 
the measurement of emotion, hyper- 
s geolocation segmentat by behaviors and social 


y 
temperature, humidity, barometric model, a | as by topics of interest 


Figure 27 nolatech.ai homepage 


According to reference [19] the questioned applications have a common IP (as of May 
2023), which is 186.159.118.106. Looking for information about it, it appears that it comes 
from Panama (see Figures 28 and 29). 
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Geolocation data from 


A IP ADDRESS: 196.159.118.106 GP ISP: Not available 


& COUNTRY: Panama gl = ORGANIZATION: AS262218 Servicios de 
Tecnologías de Información de 
Misión Crítica, S.A. 


dip Cm: Panama 8 Lamuoe: 8.9936 


@ LONGITUDE: -79.5197 


ap] REGION: Panamá 


Incorrect location? Contact ipinfo.io Q view map 


View larger map 


EL CARMEN 


Vag : 
CG PriceSmart 


o 


[5 
560. 


Figure 28 IP address related to VenAPP 


What's strange is that this IP address is not far from two other addresses related to 
companies involved with VenApp. 


12 DE OCTUBRE oye? . I "URB-CARMEN ^ Sertracen Costa de Este y Costa dell 
Pr 7 pv? Q, Pesquisar nesta área CECILIA N JET ü 
3, — 
c 140e9e a A v s: 
^S 
HATO PINTADO “O, E à à [2] 
intro El Dorado | o, Cementerio Jardin de Paz 
la 
S g 8.8 
Estacion El Inggnio en, Panamá Viejo 9 
Sto y. 
9 t lefevre, 


y 
Cliņifa Hospital a psoe Panamá Viejo 
1 


recon 

=| 

Es 

al 

3 

5 

2 

E! 

3 

e 


. Parque 

< Recreativo 
E Omar Torrijos 

AA 


3 Parque Omar 


m Av Juan Pablo y, 


LA LOCERÍA 


EN v Vada Vita Amuletos 
? 18 Bra spirituales 
A it 
Vía Argentina (1) 
EL CANGREJO 
| $ V Muttiplazà 
^ Ragiic Panama Vio istae) 
4 = 7 
e ) 'OBARRIO 
m a E ? 


de Panama 


LA CRESTA |. B 
acest 


Using the Street View do Google Maps, you can see the building corresponding to 
VenApp's IP, and as strange as it may seem, that flag on the facade. Of course it seems to 
be a coincidence. 
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9: 


Figure 30 - Possible IP address obtained 


1.3 Complaints against the application 


Numerous people and bodies are denouncing the application, including the press itself[13] 
who supports communism in Latin America. In response, both the Apple App Store and 
Google Android App Store removed the app after a few days, but it is still accessible as we 
will demonstrate in this article. 


People directly confirmed Figures 8 and 9, while others, as we will see through the use of 
less controlled social networks, such as X.com. 


¡En todo momento, en todo lugar! 


La app mas completa de Venezuela, disefiada para ofrecer beneficios y soluciones a todos los 
venezolanos. Donde los usuarios tienen acceso a diferentes productos que ofrecen una gran cantidad de 


beneficios. more 

Li a s 
What's New Version History 
VenApp está renovada. Vive una nueva experiencia de compras, encuentra tus comercios y productos Version 4.3.75 


favoritos organizados por categorías. Ahora podrás ver el tiempo de duración de las promociones, detalles 
del producto, mejoras en el proceso de pago y comprobantes de pago. En línea 58, podrás observar los 
horarios programados de mantenimientos del servicio eléctrico al crear un reporte por falla de 
electricidad. more 


Ratings and Reviews See All 
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k*k 

kkk 

1.4 + 
e out of 5 66 Ratings A _ A __———- 


k k k 


Eliecer ortiz, 20/06/2024 isbdyevq, 01/03/2024 Rodrigo199999, 01/08/2024 

Basura Basura chavista Persecución 

Basura de app no puedo reportar y depaso no Se está utilizando esta app para rastrear y Herramienta para perseguir personas 
tiene soporte tecnico no se que hacer, conseguir información sobre opositores que contrarias a la dictadura de Venezuela 
demasio se vive crasheando protesten o hagan cualquier cosa en contra 


de la dictadura de maduro! No puedo more 


Figure 9 Association of this application through the Linea 58 project 
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Figures 3, 5, 8 and 9 were obtained from the official Apple App Store page[10]. And the 
complaints don't stop, as previously stated, the VenApp application was originally made to 
report failures in public service, but evidence is beginning to arrive that the option to report 
what Nicolás Maduro calls fascists has been added, which in fact should be call opponents 
and we know that opposition is healthy for any society. See in Figure 10 a person who in his 
post[11] in addition to reporting it, he published a video[12] with full evidence of such actions 
by the Government. 


€ Post 


Q Elyangelica González 


El gobierno busca informantes: 


A través de la aplicación llamada Ven App, creada para denunciar, entre 
otras cosas, problemas en servicios como el agua y la luz (que son 
muchos y a diario) ahora se le agregó una opción para denunciar a quien 
esté protestando. De esta forma, el gobierno busca informantes (estilo 
espías) para castigar a quienes legítimamente reclaman por los 
resultados electorales. Falta ver, quien se hace cómplice de criminalizar 
la protesta, calificada como violenta, por parte de quien fue proclamado 
como supuesto ganador y quien promete castigo a quien lo adverse. 


Figure 10 Post on Twitter by @Elyngelica González denouncing VenApp 


In reference [11] you can find a video of the complainant that explicitly shows how the 
complaint is made, but of course, she is doing it to show how absurd it is. The government of 
Nicolás Maduro classifies opponents who fight for freedom as fascist as shown in Figure 11. 
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< Crear reporte 
à 
Denuncia v 
Guarimba Fascista v 
t t v 
Saqueos 


Daños al Patrimonio Público 


Alteración del Orden Público 


SIGUIENTE 


Figure 11 Application interface with the option to report fascists 


The funny thing is that every communist government assumes that if there is any opposition, 
that opposition is automatically fascist, and the unnecessary and wrong use of it spoils even 
the accusation and the term, which perhaps becomes banal. 
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€ Post 


m Cazadores de Fake News 


|8 cosas que sabemos sobre VenApp que 
quizás ya olvidaste 


VenApp es una aplicación de gobierno electrónico, una aspiradora de 
datos que inicialmente fue presentada como una "red social" 
venezolana, supuestamente desarrollada por emprendedores 
venezolanos. 


Originalmente canalizaba reportes de problemas con servicios püblicos. 

Pero esta semana, la app —bajo control gubernamental— comenzó a ser 
usada para centralizar reportes de manifestaciones sociales en calles de 
Venezuela, y para reportar " Guarimbas Fascistas". 


Es decir, está siendo usada para centralizar la delación y persecución a 
personas que manifiestan en las calles. 


Estas son solamente 8 cosas que denunciamos en su momento sobre 
VenApp, pero que quizás ya olvidaste: 


Ñ La primera vez que supimos de la palabra "VenApp" fue en febrero de 
2022, cuando en Twitter fue promocionada de forma encubierta por una 


red de cuentas falsas en X. 


Hilo E 1/8 


Figure 29 User complaint in X” 


1.4 App e site venapp.com 


The VenApp application, as previously demonstrated, was delisted from the platforms, the 
strategy adopted by administrators is direct distribution via the application's official website, 
but in addition to distributing the APK they also had to detail the manual installation process 
of the application. In 1 week? the application changed twice, luckily | got the old version to 
analyze IPs and domains. See Figure 30 for the process. 


7 Accessible via URL: https://x.com/cazamosfakenews/status/1818742864597467309 
8Retrieved August 2024; 


w AA ¡IU Mari tenemos 
por ti y para ti! 


Descarga la nueva versión de VenApp 


No te quedes sin realizar tus reportes, 
compras, recargas y cursos online. 


¡Descárgala ya! 
Una vez descargado el archivo, 
ábrelo y sigue los siguientes pasos 


e Otorga los permisos 
en tu teléfono android 


Ven |^pp 


Por tu seguridad, el teléfono no tiene permitido 
actualmente instalar apps desconocidas de esta 
fuente. Puedes modificar esta opción en 


< Instalar aplic. desconocidas guración. 


Cancelar Configuración 


Ven | Are 
Otorgar permiso «» 


Instalar aplicaciones de esta fuente puede poner en 
Ven VenApp riesgo su teléfono y sus datos. 


¿Deseas instalar esta app? 


o iY listo! Ya puedes disfrutar de 


Cancelar Instalar VenApp en tu teléfono Android 


Figure 30 VenApp installation process according to venapp.com 
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The domain venapp.com was registered by the company investigated at Godday.com and, 
for reasons of general data protection laws, it does not display information about the 
contractor. But from the whois (Figure 31) it is possible to see that it is an application hosted 


on cloudflare. 


Premium Domains Transfer Features 


© refresh 


@ Make Private Now 


Domain Name: VENAPP.COM 

Registry Domain ID: 2380922341 DOMAIN COM-VRSN 

Registrar WHOIS Server: whois.godaddy.com 

Registrar URL: http://www.godaddy.com 

Updated Date: 2024-04-17T11:42:47Z 

Creation Date: 2019-04-16T18:00:34Z 

Registry Expiry Date: 2025-04-16T18:00:34Z 

Registrar: GoDaddy.com, LLC 

Registrar IANA ID: 146 

Registrar Abuse Contact Email: abuse8godaddy, con 

Registrar Abuse Contact Phone: 480-624-2505 

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited 
Domain Status: clientRenewProhibited https://icann.org/eppéclientRenewProhibited 
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited 
Name Server: ARTURO.NS.CLOUDFLARE . COM 

Name Server: PEARL.NS.CLOUDFLARE . COM 

DNSSEC: unsigned 

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/ 


Figure 31 Who.is record 


An intermediate tool was used to analyze the HTTP header, and the tool already reports the 
IP 104.26.6.51, an IP that we will observe in other tools. The server (see Figure 32) is from 


cloudflare. 
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https://venapp.com [200 oK J 882 ml 

# Header name Header value 

0 HTTP/1.1 200 OK 

1 Date: Wed, 21 Aug 2024 05:15:22 GMT 

2 Content-Type: text/html 

3 Connection: close 

4 Access-Control-Allow-Origin: 

5 Cache-Control: no-cache 

6 Set-Cookie: Nola=rs1|ZsV37; path=/ 

7 Set-Cookie: cookiesession1=678A3E0D8BB24E27FFE4EC95F42E451E;Expires=Thu, 21 Aug 2025 
05:15:22 GMT;Path=/;HttpOnly 

8 CF-Cache-Status: DYNAMIC 

9 Report-To: "endpoints":[('url":"https:VVa.nel.cloudflare.comVreport 


VW4?s-Ly962Fa2DEAu2qxfuNGCXg5QgPiTPO5j4qLQj3PVIfeeilAPhAc17Kj60qgaOHR?4 
2FhOTPGm%2BCFXZHdG%2BaLEAKqR%2FI6poE7MzScOuY6wLJkysDkX0q6161Y 16 
6agV0%3D"}],"group":"cf-nel","max_age":604800} 


10 NEL: "success_fraction":0,"report_to”:"cf-nel","max_age":604800) 
11 Server: cloudflare 

12 CF-RAY: 8b682517ae7b0d72-MRS 

13 alt-svc h3=":443"; ma-86400 


Figure 32 Page head data 


On one machine, using nslookup, the same address (IPv4) already mentioned was 
observed, 104.26.6.51 and others, such as 172.67.69.34 and 104.26.7.51. 


Figure 33 Venapp.com domain addresses (I'm using windows in the image because that's what we had at the 
time, based on where I was) 


Now the focus is to discover all venapp.com addresses, because within Android the Kotlin 
application opens this same domain, in fact a subdomain called https://hub.venapp.com. 
The addresses mentioned above are seen in the figures below obtained from address 
resolution, see that both the hub subdomain and the main domain are hosted on the same 
server and respond to the same container. 
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opcode QUERY opcode QUERY 

rcode NOERROR rcode NOERROR 

flags QR RD RA flags QR RD RA 

¿QUESTION ¿QUESTION 

venapp.com. IN A hub.venapp.com. IN A 

> ANSWER > ANSWER 

venapp.com. 300 IN A 104.26.7.51 hub.venapp.com. 300 IN A 104.26.6.51 
venapp.com. 300 IN A 172.67.69.34 hub.venapp.com. 300 IN A 172.67.69.34 
venapp.com. 300 IN A 104.26.6.51 hub.venapp.com. 300 IN A 104.26.7.51 
; AUTHORITY ; AUTHORITY 

; ADDITIONAL ; ADDITIONAL 


Figure 34 Venapp.com Domain Lookup 


Moving on to the main domain, we continue investigating all record entries in the 
venapp.com DNS, as shown in the list below. 


venapp.com. 300 INA 104.26.6.51 

venapp.com. 300 INA 104.26.7.51 

venapp.com. 300 INA 172.67.69.34 

venapp.com. 300 IN AAAA 2606:4700:20::681a:733 

venapp.com. 300 IN AAAA 2606:4700:20::ac43:4522 
venapp.com. 300 IN AAAA 2606:4700:20::681a:633 

venapp.com. 1800 IN SOA arturo.ns.cloudflare.com. dns.cloudflare.com. 
venapp.com. 300 IN MX 5 alt2.aspmx.l.google.com. 
venapp.com. 300 IN MX 10 alt3.aspmx.l.google.com. 
venapp.com. 300 IN MX 5 alt1.aspmx.l.google.com. 
venapp.com. 300 IN MX 1 aspmx.l.google.com. 

venapp.com. 21600 IN NS arturo.ns.cloudflare.com. 

venapp.com. 21600 IN NS pearl.ns.cloudflare.com. 

venapp.com. 300 IN TXT "firebase-app-ec3fc" 

venapp.com. 300 IN TXT "google-site-verification=KIdJNRQunElwA2yB3e- 
HOJqxim12uy57yWDvBwSLxgO0" 

venapp.com. 300 IN TXT "firebase=onceapp-941fc" 
venapp.com. 300 IN TXT "google-site- 
verificationzoNemj2KbP 3Mukf A rGIZh 2lpMg7YPQBCcJCCu1iQ" 
venapp.com. 300 IN TXT "v=spf1 include: spf.firebasemail.com 
include:amazonses.com include:mail.zendesk.com include:mailgun.org ~all" 
venapp.com. 300 IN TXT "MS=ms92065130" 


The application uses several services from Google and Cloudflare, so a direct attack would 
be supported by these two major players. In Figure 35, data was extracted from the network, 
using the BlueStacks application to simulate venapp[21 and 22]. and it is observed that the 
application opens HTTPS requests on port 443 for IPv4 172.67.69.34. 
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89728 94.261470 172.67.69.34 10.A"mm-— TCP 60 443 + 56326 [ACK] Seq-2807 Ack=936 Win-17024 Len=0 
89761 95.165779 172.67.69.34 10, A TLSv1.3 1514 Application Data 

89762 95.206448 lc REGES 172.67.69.34 TCP 54 56326 + 443 [ACK] Seq-936 Ack=4267 Win-131328 Len=@ 
89763 95.213529 172.67.69.34 = 683 Application Data, Application Data, Application Data 


89767 95.232901 EM LL d 172.67.69.34 


89768 95.234575 10.2989 172.67.69.34 QM TLSv1.3 GIN 307 

89778 95.244656 172.67.69.34 102m 60 443 > 56328 [ACK] Se 

89772 95.253897 172.67.69.34 MEE LL Lh : owAAEFeeot L TLSv1.3 1514 Server Hello, Change Cipher Spec 

89773 95.253897 172.67.69.34 Lo. A TLSv1.3 1400 Application Data 

89774 95.253966 12. ERP 172.67.69.34 TCP 54 56328 + 443 [ACK] Seq-254 Ack-2807 Win-131328 Len=@ 
89775 95.254013 1e GIO 172.67.69.34 TCP 54 56326 + 443 [ACK] Seq-936 Ack-4896 Win-130560 Len=@ 
89776 95.256832 12 AA 172.67.69.34 TLSv1.3 118 Change Cipher Spec, Application Data 

89777 95.257129 1e po] 172.67.69.34 TLSv1.3 697 Application Data 

89778 95.264767 172.67.69.34 ls Gu TCP 60 443 + 56328 [ACK] Seq-2807 Ack-961 Win-17024 Len=0 


Figure 35 Network extraction using venapp Android application 


The application is simple, it was executed by making HTTP requests and it was possible to 
register incompletely due to not having documents or a cell phone in Venezuela, but it was 
possible to locate the Line 58 module and enter the application to obtain the IP address of 
the requests. 


O tínea58 Aa 0 = 


Reportes Activos (0) Reportes Atendidos (0 
Q, Buscar reporte == 


a 


Aún no tienes ningún reporte activo 


o (9 EET. > 


Línea 58 
ver más 
[ven] VenApp 
A B Ls E E 
Figure 36 Opening screen Figure 37 Line 58 Module 


Indeed, as mentioned by people, the application extracts information, mainly location. 
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20:57 n O 


€ Crear reporte 


Completar datos del perfil 


vy | ( Validar 


Manoel da Silva 


Ea o ai 


¿Perteneces a una comunidad indigena? 


10) Permitir que VenApp acesse a localizacáo deste 


No v 


dispositivo? 


NEGAR PERMITIR 


Figure 38 App requests location Figure 39 Requires Venezuelan document 


It was not possible to continue due to lack of documents and telephone in Venezuela. The 
request address was obtained. 


voy LUIS au ursa av yer 


a 
699 20.348023 104.26.6.51 10.009g]g m» TLSv1.2 
704 20.388533 =a, 104.26.6.51 TCP 


Figure 40 Android App TCP request address 


1.5 People involved 
People involved in the company that developed the VenApp application are: 


[mes | c | emm 


Nicolas Maduro 


Juan Alberto 
Alvarez 
Martinez 


à 24 
Amalia Jianu 


Sharlyn 
Rodriguez 


Narco-dictator of 
Venezuela 


President of CCP and 
President of Brain Pbd 
Us, Corp 


Business da Tech and 
People SRL e VENQIS 


Marketing da Tech and 
People SRL e 
VENQUIS 


Technology da Tech 
and People SRL 


Sales da Tech and 
People SRL 
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Supported by communists from Latin America 
and within a large international corruption 
scheme, Nicolás Maduro is famous for creating 
fraudulent elections, followed by repression 
and murders. 

It is supported by communist presidents like 
Lula, Putin, etc. 

VenApp application contractor 


Co-founder of VENQIS, a successful Strategic 
Communication firm based in Panama with 
offices in DR and Europe. Andre has over 20 
years of experience in Investment Banking with 
comprehensive experience in M & A, 
Turnaround and Private Equity. Partner of 
Atarazana Labs. 


Romanian entrepreneur & consultant. 10 year 
professional career working in integrated 
communications and political marketing. 
Currently focused on directing political 
campaigns, developing political leadership, 
turning around institutions and developing Latin 
American communities through VENQIS and 
Atarazana Labs. 


Co-founded Instacarro.com and co-led it to 
~US$100M in revenue runrate, creating the 
largest C2B car marketplace in Brazil. SVP at 
Fuse Machines. Founder and Partner at 
Atarazana Labs. BS Electrical Engineering, 
magna cum laude, Master in science in 
Universite Du Quebec (3.99/4.0 GPA), INTEC 
MBA, Forbes 30 2017. 


Senior level executive with extensive 
experience in cross-functional international 
business and significant knowledge in all 
aspects of account development, 
management, strategy, product launch 
management and product placement. 
Extensive history of winning new business, 
identifying opportunities and delivering record- 
setting sales. 


Andre Golabek's company is one of the companies that injected money into the political 
campaign of the CURRENT PRESIDENT OF BOLIVIA, in Brazil it is linked to several scams, 
such as LiquidaShop, a scheme that harmed thousands of Brazilians, who fled Brazil after 
the coup. André deserves a specific investigation. 
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Remember that the current president of Bolivia is one of the supporters of Maduro and the 
coup. 


2 Attack proposal 


If an attack is directed at VenApp, the development team will quickly release a new version, 
this new version can be published at: 

e An official venapp.com page; 

e Accounts from Nicolás Maduro propagandists; 


A DDOS attack must be directed to the IPs of the venapp.com website as the Mobile 
application also uses the venapp.com domain, in this case it uses hub.venapp.com, such IPs 
are: 

e 104.26.6.51 

e 104.26.7.51 

e 172.67.69.34 


Other IPs of the companies involved are: 


e nolatech.ai 188.114.96.0 Cloudflare, Inc. 
e nolatech.ai 188.114.97.0 Cloudflare, Inc. 
e brainpbd.com 34.174.234.22 Google LLC 
e techandpeople.com 34.102.136.180 Google LLC 
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